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su - `whoami`
● PhD student in Cybersecurity @ Sapienza, Luiss.
● Research on watermarking and proactive defense against malicious 

generative AI with National Cybersecurity Agency (ACN).
● Working with Prof. I. Masi at OmnAI Lab in Dep. of Computer Science and 

Prof. I. Amerini at ALCOR Lab in DIAG.
● Main focus of research:

○ Monitoring disinformation (e.g., deepfakes, bots)
○ Security of machine learning models (e.g., robustness against adversarial attacks)
○ Trusted information sharing (e.g., traceability, authenticity)
○ Social engineering with malicious AI (e.g., disinformation, phishing)
○ Machine learning for cybersecurity operations (e.g., malware analysis)
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https://omnai.di.uniroma1.it/
https://alcorlab.diag.uniroma1.it/
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● Deep learning foundations (5-24)
● Threats of deep neural networks (25-55)

○ Adversarial attacks
○ Poisoning
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● Deep neural networks as threats (56-69)
○ Deepfakes

● Conclusions (70-73)
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Motivation
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Deep Learning Foundations



Multi-layer Perceptron (MLP)

6Input representation (low-dim) Latent representation (high-dim) Feature extraction (low-dim)



Gradient

● 𝑛-dimensional vector of a scalar 
differentiable function 𝑓.

● It points at the direction and rate of the 
steepest increase of 𝑓.

7



Learning ingredients
1. Training and test sets
2. Epochs
3. Learning rate
4. Activation function
5. Gradient descent algorithm
6. Loss function
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Activation functions
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Output regressionHidden layers

Output binary Output multi-class



Mini-batch Stochastic Gradient Descent
● Compute the gradient on a 

mini-batch of training data to 
reduce the computational 
complexity.

● Use a stochastic term (random 
oscillation) to avoid local 
minimum.

● Adapt the learning rate using an 
optimizer (e.g., Adam) for 
efficiency.
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Training phase
1. Collect a dataset, we split it as training and test sets.
2. Randomly initialize the network weights.
3. Training loop (until reaching max epoch or specific loss):

a. Make a forward pass on a mini-batch of training set
b. Compute the loss
c. Make a backward pass, updating the weights by subtracting the gradient

4. Inference evaluation with forward pass on test set.
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Forward and Backward Pass
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Suggest to experiment with: Visualization of how the training process works

https://playground.tensorflow.org/


Residual Connection

13

● High depth results in 
vanishing gradient 
problem.

● Solution: residual 
connection.

He, K., Zhang, X., Ren, S., & Sun, J. (2016). Deep residual learning for image recognition. In Proceedings of the IEEE conference on computer vision and pattern recognition (pp. 
770-778).



Convolution Operator
● Convolution operation ★ extracts features from a signal 𝑓 by applying a 

sliding kernel function 𝑔:
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● For images in deep learning we employ discrete convolutions:



Convolutional Neural Network (CNN)

15

Y. Lecun, L. Bottou, Y. Bengio and P. Haffner, "Gradient-based learning applied to document recognition," in Proceedings of the IEEE, vol. 86, no. 11, pp. 2278-2324, Nov. 1998, 
doi: 10.1109/5.726791.
Suggest to experiment with: Visualization of how Convolutional Neural Networks work

https://poloclub.github.io/cnn-explainer/


U-Net

16
Ronneberger, O., Fischer, P., & Brox, T. (2015). U-NET: Convolutional Networks for Biomedical Image Segmentation. In Lecture notes in computer science (pp. 234–241). 
https://doi.org/10.1007/978-3-319-24574-4_28



U-Net

17
Ronneberger, O., Fischer, P., & Brox, T. (2015). U-NET: Convolutional Networks for Biomedical Image Segmentation. In Lecture notes in computer science (pp. 234–241). 
https://doi.org/10.1007/978-3-319-24574-4_28

Image 
segmentation

Image 
upscaling

Image 
generation



Transformer

18
Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A. N., Kaiser, L., & Polosukhin, I. (2017, June 12). Attention is all you need. arXiv.org. 
https://arxiv.org/abs/1706.03762



Self-Attention

19
Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A. N., Kaiser, L., & Polosukhin, I. (2017, June 12). Attention is all you need. arXiv.org. 
https://arxiv.org/abs/1706.03762

Learnable weights



Self-Attention

20
Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A. N., Kaiser, L., & Polosukhin, I. (2017, June 12). Attention is all you need. arXiv.org. 
https://arxiv.org/abs/1706.03762

scale by square root of the 
input dimension

similarity (score)

● 𝑄: Represents the information that a token is seeking from other tokens. 
It queries the context to find relevant information.

● 𝐾: Acts like a key in a database, identifying the information that a token 
holds. The query looks for matching keys to determine relevance.

● 𝑉: Refers to the actual content or information that is retrieved when a 
query matches a key. It represents the data that will be passed along 
based on the attention mechanism.



Multi-Head Attention

21
Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A. N., Kaiser, L., & Polosukhin, I. (2017, June 12). Attention is all you need. arXiv.org. 
https://arxiv.org/abs/1706.03762



BERT and GPT for Large Language Models (LLMs)

22

BERT: Pre-training of Deep Bidirectional Transformers for Language Understanding. Google, NAACL2019 (2018) 
Improving language understanding with unsupervised learning. OpenAI, 2018.
Suggest to experiment with: Visualization of how Transformers work

https://poloclub.github.io/transformer-explainer/


Vision Transformer (ViT)

23
Dosovitskiy, A., Beyer, L., Kolesnikov, A., Weissenborn, D., Zhai, X., Unterthiner, T., Dehghani, M., Minderer, M., Heigold, G., Gelly, S., Uszkoreit, J., & Houlsby, N. (2020, October 
22). An Image is Worth 16x16 Words: Transformers for Image Recognition at Scale. arXiv.org. https://arxiv.org/abs/2010.11929



Stable Diffusion (SD)

24
Rombach, R., Blattmann, A., Lorenz, D., Esser, P., & Ommer, B. (2021, December 20). High-Resolution Image Synthesis with Latent Diffusion Models. arXiv.org. 
https://arxiv.org/abs/2112.10752



Threats of deep neural networks 



Adversarial Attacks
● Attacks to deployed models (inference time).
● Golden rule of adversarial attacks:

26

original sample

adversarial 
sample

perturbation
(smallest possible)

● Domain dependent (e.g., in computer vision 
we want adversarial sample to be the same 
image/video to human eye).



Categories of Adversarial Attacks
● White-box or black-box (or gray-box): degree of required parameter 

access of the network.
● Targeted vs. Untargeted: adversarial sample classified as specific class vs. 

simple misclassification.
● Iterative vs. Non-iterative: adversarial sample optimized following an 

iteration process or not.
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Fast Gradient Sign Method (FGSM)
● Remember the loss function?
● We compute mini-batch stochastic gradient descent…what if we take a 

small step up onto the loss function?
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● where 𝐽(𝜃, 𝑥, 𝑦) is the loss function and 𝜀 is the magnitude of the 
perturbation.

● White-box: it needs to access the gradient of the loss.
● Variants of this scheme include the iterative and targeted versions†.

Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014, December 20). Explaining and harnessing adversarial examples. arXiv.org. https://arxiv.org/abs/1412.6572
†Kurakin, A., Goodfellow, I., & Bengio, S. (2016). Adversarial machine learning at scale. arXiv preprint arXiv:1611.01236.
†Dong, Y., Liao, F., Pang, T., Hu, X., & Zhu, J. (2017). Discovering adversarial examples with momentum. arXiv preprint arXiv:1710.06081, 5.

𝑥

𝑥𝑎𝑑𝑣 = 𝑥 + 𝜀

𝜀

https://arxiv.org/abs/1412.6572


FGSM for Image Misclassification

29
Goodfellow, I. J., Shlens, J., & Szegedy, C. (2014, December 20). Explaining and harnessing adversarial examples. arXiv.org. https://arxiv.org/abs/1412.6572



Binary Adversarial Attack in Malware Detection

30
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format



Binary Adversarial Attack in Malware Detection

31
Anderson, H. S., Kharkar, A., Filar, B., & Roth, P. (2017). Evading machine learning malware detection. black Hat, 2017, 1-6.

Padding bytes

Code will never 
reach the 
padding bytes, 
keeping the 
malware 
functional.

Exploitable 
attack vector!



Binary Adversarial Attack in Malware Detection

32
Catanzaro, B., & Nicholas, C. (2018). Malware detection by eating a whole exe. In The Workshops of the Thirty-Second AAAI Conference on Artificial Intelligence (pp. 268-276).

MalConv Model



Binary Adversarial Attack in Malware Detection
1. We first append and randomly initialize a set of bytes.
2. For each byte at position 𝑗 we compute the gradient of 

the output and normalize the direction.
3. For each possible byte value 𝑖 ∈ {0, …, 255}, we 

compute 𝑠𝑖 the corresponding embedding vector 𝑚𝑖 to 
the original embedding 𝑧𝑗 projected onto the gradient 
(only positive projections), then we measure the 
orthogonal distance 𝑑𝑖.

4. Among all valid byte candidates, the value minimizing 
𝑑𝑖 is selected and assigned to the corresponding 
padding byte.

5. We repeat the perturbation until malware classified as 
benignware or max number of iterations reached.

33
B. Kolosnjaji et al., "Adversarial Malware Binaries: Evading Deep Learning for Malware Detection in Executables," 2018 26th European Signal Processing Conference (EUSIPCO), 
Rome, Italy, 2018, pp. 533-537, doi: 10.23919/EUSIPCO.2018.8553214.



Adversarial Training Mitigation
● One of the most effective defense strategies.
● The objective function becomes model generalization on both clean and 

adversarial data.
● Min-max optimization problem:

34
Zhao, W., Alwidian, S., & Mahmoud, Q. H. (2022). Adversarial Training Methods for Deep Learning: A Systematic review. Algorithms, 15(8), 283. https://doi.org/10.3390/a15080283

Update model parameters 𝜃 
to minimize worst-case loss

Find the perturbation 𝛿 within a set 𝒮 that 
maximize model’s loss ℒ



Adversarial Training Mitigation

35
Park, L. H., Kim, J., Oh, M. G., Park, J., & Kwon, T. (2024, November). Adversarial feature alignment: Balancing robustness and accuracy in deep learning via adversarial training. In 
Proceedings of the 2024 Workshop on Artificial Intelligence and Security (pp. 101-112).

Catastrophic overfitting



Adversarial Training Mitigation

36
Boychev, D. (2023, July 4). Interpretable Computer Vision Models through Adversarial Training: Unveiling the Robustness-Interpretability Connection. arXiv.org. 
https://arxiv.org/abs/2307.02500

Gradients of standard vs. robust CNN Feature generation of standard vs. robust CNN



Prompt Injection in LLMs

37

Liu, Y., Deng, G., Li, Y., Wang, K., Wang, Z., Wang, X., Zhang, T., Liu, Y., Wang, H., Zheng, Y., Zhang, L. Y., & Liu, Y. (2023, June 8). Prompt Injection attack against LLM-integrated 
Applications. arXiv.org. https://arxiv.org/abs/2306.05499
Kumar, S. S., Cummings, M., & Stimpson, A. (2024, May). Strengthening LLM trust boundaries: A survey of prompt injection attacks. In 2024 IEEE 4th International Conference on 
Human-Machine Systems (ICHMS) (pp. 1-6).
Keuper, J. (2025, September 12). Prompt injection attacks on LLM generated reviews of scientific publications. arXiv.org. https://arxiv.org/abs/2509.10248



Prompt Injection in LLMs
● Injection strategies:

○ Active: The attacker inject the malicious command inside the text prompt.
○ Passive: The attacker sends a benign prompt, but inject the malicious command inside a 

document or webpage that LLM will look into.

● Objective of this attack include:
○ Prompt leaking: Stealing private user information.
○ Data exfiltration: Tricking the model into sending private user data to an external URL.
○ Unauthorized actions: Triggering API calls or tool executions without the user’s consent.

● Bad consequences (e.g., LLM developing malware, bad agentic actions).
● Check Google Adversarial Misuse of Generative AI to know more about 

the cyber warfare and geopolitical impact.

38
Kumar, S. S., Cummings, M., & Stimpson, A. (2024, May). Strengthening LLM trust boundaries: A survey of prompt injection attacks. In 2024 IEEE 4th International Conference on 
Human-Machine Systems (ICHMS) (pp. 1-6).

https://www.miggo.io/post/weaponizing-calendar-invites-a-semantic-attack-on-google-gemini
https://www.oasis.security/resources/reports/claude-ai-prompt-injection-vulnerability-technical-report
https://cdn.openai.com/operator_system_card.pdf
https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai


Prompt Injection in LLMs

39
Liu, Y., Deng, G., Li, Y., Wang, K., Wang, Z., Wang, X., Zhang, T., Liu, Y., Wang, H., Zheng, Y., Zhang, L. Y., & Liu, Y. (2023, June 8). Prompt Injection attack against LLM-integrated 
Applications. arXiv.org. https://arxiv.org/abs/2306.05499



Prompt Injection in LLMs

40
Liu, Y., Deng, G., Li, Y., Wang, K., Wang, Z., Wang, X., Zhang, T., Liu, Y., Wang, H., Zheng, Y., Zhang, L. Y., & Liu, Y. (2023, June 8). Prompt Injection attack against LLM-integrated 
Applications. arXiv.org. https://arxiv.org/abs/2306.05499



Mitigating Prompt Injection
● LLM in defense of LLM 🤝
● Create a layer of preprocessing the user prompt 

in search of prompt injection attack.
● If the guardrail LLM detects the attack, then the 

user prompt is sanitized, no alteration otherwise.
● Pros:

○ No re-training the objective LLM.
○ Robust and effective.

● Cons:
○ Computational overhead because of the double-LLM 

execution.

41
Shi, T., Zhu, K., Wang, Z., Jia, Y., Cai, W., Liang, W., Wang, H., Alzahrani, H., Lu, J., Kawaguchi, K., Alomair, B., Zhao, X., Wang, W. Y., Gong, N., Guo, W., & Song, D. (2025, July 21). 
PromptArmor: Simple yet effective prompt injection Defenses. arXiv.org. https://arxiv.org/abs/2507.15219



Mitigating Prompt Injection
● This attack is difficult to mitigate with a single solution.
● For requiring proper security a mix of techniques should be used.
● Not going into much detail, but it is worth citing (check literature for more):

○ Privilege control*
○ Input prompt formatting (e.g., <user_input> … </user_input> [Your response])†

○ Output sanitization‡

○ Steering vectors§

○ Unlearning⁋
○ Alignment♢

42

Ruparel, R., Jatavallabha, A., & Maringanti, S. (2026, February). Prompting for LLM Security and RAG: A Survey from Zero-Shot to Automatic Prompt Optimization (APO) and 
Prompt-Injection Defenses. In 2026 IEEE 5th International Conference on AI in Cybersecurity (ICAIC) (pp. 1-6). IEEE.
*Shi, T., He, J., Wang, Z., Li, H., Wu, L., Guo, W., & Song, D. (2025). Progent: Programmable privilege control for llm agents. arXiv preprint arXiv:2504.11703.
†Chen, S., Piet, J., Sitawarin, C., & Wagner, D. (2025). {StruQ}: Defending against prompt injection with structured queries. In 34th USENIX Security Symposium (USENIX Security 
25) (pp. 2383-2400).
‡Geng, R., Wang, Y., Yin, C., Cheng, M., Chen, Y., & Jia, J. (2025). PISanitizer: Preventing prompt injection to long-context LLMs via prompt sanitization. arXiv preprint 
arXiv:2511.10720.
§Lu, W., Zeng, Z., Zhang, K., Li, H., Zhuang, H., Wang, R., ... & Peng, H. (2025). ARGUS: Defending Against Multimodal Indirect Prompt Injection via Steering Instruction-Following 
Behavior. arXiv preprint arXiv:2512.05745.
⁋Huu-Tien, D., Thanh-Tung, H., Bui, A., Nguyen, M. P., Nguyen, L. M., & Inoue, N. (2025). Improving llm unlearning robustness via random perturbations. arXiv preprint 
arXiv:2501.19202.
♢Jia, F., Wu, T., Qin, X., & Squicciarini, A. (2025, July). The task shield: Enforcing task alignment to defend against indirect prompt injection in llm agents. In Proceedings of the 63rd 
Annual Meeting of the Association for Computational Linguistics (Volume 1: Long Papers) (pp. 29680-29697).



Attacking the Self-Attention
● Not all adversarial attacks are used for bad purposes.
● Suppose we have an image 𝑥 we want to protect against T2I Diffusion 

Model editing (e.g., we aim to protect against harmful content 
generation).

● In Text-to-Image (T2I) editing, the Denoising UNet process takes an image 
as input and the generation is conditioned on a textual prompt.

43
L. Lo, C. Y. Yeo, H. -H. Shuai and W. -H. Cheng, "Distraction is All You Need: Memory-Efficient Image Immunization against Diffusion-Based Image Editing," 2024 IEEE/CVF 
Conference on Computer Vision and Pattern Recognition (CVPR), Seattle, WA, USA, 2024, pp. 24462-24471, doi: 10.1109/CVPR52733.2024.02309.



Attacking the Self-Attention

44
L. Lo, C. Y. Yeo, H. -H. Shuai and W. -H. Cheng, "Distraction is All You Need: Memory-Efficient Image Immunization against Diffusion-Based Image Editing," 2024 IEEE/CVF 
Conference on Computer Vision and Pattern Recognition (CVPR), Seattle, WA, USA, 2024, pp. 24462-24471, doi: 10.1109/CVPR52733.2024.02309.

Image + Text 
conditioning

Attention on 
semantic 

understanding



Attacking the Self-Attention

45
L. Lo, C. Y. Yeo, H. -H. Shuai and W. -H. Cheng, "Distraction is All You Need: Memory-Efficient Image Immunization against Diffusion-Based Image Editing," 2024 IEEE/CVF 
Conference on Computer Vision and Pattern Recognition (CVPR), Seattle, WA, USA, 2024, pp. 24462-24471, doi: 10.1109/CVPR52733.2024.02309.

On each word (token), the Denoising 
UNet focuses on different parts of 
the image.

Idea: let’s perturb the image to 
suppress the attention.



Attacking the Self-Attention
1. We first initialize the gradients vector.
2. For each timestep of the denoising process:

2.1. Inject noise into the image
2.2. Compute the attention suppressing loss
2.3. Compute the gradient and add it to the gradients vector

3. Compute the mean of all gradients.
4. Update the immunized image 𝑥𝑎𝑑𝑣 with the mean 

of the gradients bounded inside a certain 
perturbation threshold 𝜅.

5. Repeat for 𝑁 iterations.

46
L. Lo, C. Y. Yeo, H. -H. Shuai and W. -H. Cheng, "Distraction is All You Need: Memory-Efficient Image Immunization against Diffusion-Based Image Editing," 2024 IEEE/CVF 
Conference on Computer Vision and Pattern Recognition (CVPR), Seattle, WA, USA, 2024, pp. 24462-24471, doi: 10.1109/CVPR52733.2024.02309.



Attacking the Self-Attention

47
L. Lo, C. Y. Yeo, H. -H. Shuai and W. -H. Cheng, "Distraction is All You Need: Memory-Efficient Image Immunization against Diffusion-Based Image Editing," 2024 IEEE/CVF 
Conference on Computer Vision and Pattern Recognition (CVPR), Seattle, WA, USA, 2024, pp. 24462-24471, doi: 10.1109/CVPR52733.2024.02309.

Suppressed attention 
on “woman”



Poisoning
● Data tampering (before training).
● Adversarial objective moves to spread corrupted samples (e.g., noisy 

labels, data triggers).
● Data scrapers might gather those samples and use them for training a 

model.

48



Poisoning
● Accuracy drop: Degrade model performance.
● Misclassifications: Targeted misclassifications to exploit.
● Backdoor triggering: Activate malicious hidden behavior.

● In the API-calls-LLM paradigm of today, the poisoning attacks may also 
cause: leakage of model characteristics, open vulnerabilities for prompt 
injection, and model availability attacks.

49
H. I. Kure, P. Sarkar, A. B. Ndanusa and A. O. Nwajana, "Detecting and Preventing Data Poisoning Attacks on AI Models," 2025 Photonics & Electromagnetics Research Symposium 
- Spring (PIERS-Spring), Abu Dhabi, United Arab Emirates, 2025, pp. 01-12, doi: 10.1109/PIERS-Spring66516.2025.11276197.



Poisoning
● Poisoning introduces a data distribution shift. The source data (original) is 

augmented with poisoned data to move the distribution to the target. 

50
H. I. Kure, P. Sarkar, A. B. Ndanusa and A. O. Nwajana, "Detecting and Preventing Data Poisoning Attacks on AI Models," 2025 Photonics & Electromagnetics Research Symposium 
- Spring (PIERS-Spring), Abu Dhabi, United Arab Emirates, 2025, pp. 01-12, doi: 10.1109/PIERS-Spring66516.2025.11276197.



Poisoning in Autonomous Driving
● DeRaindrop is a model for pre-processing images for autonomous driving 

that removes raindrops for better traffic signs recognition.

51

Ding, S., Tian, Y., Xu, F., Li, Q., Zhong, S. (2019). Trojan Attack on Deep Generative Models in Autonomous Driving. In: Chen, S., Choo, KK., Fu, X., Lou, W., Mohaisen, A. (eds) 
Security and Privacy in Communication Networks. SecureComm 2019. Lecture Notes of the Institute for Computer Sciences, Social Informatics and Telecommunications 
Engineering, vol 304. Springer, Cham. https://doi.org/10.1007/978-3-030-37228-6_15

Input image

Output image
(poisoned DeRaindrop)



Backdoor Attacks
● Poisoning + exploit bad behavior (before training + 

inference).
● Normal execution: The model behaves correctly and 

achieves high accuracy.
● Bad execution activation: The malicious behavior is 

triggered at inference time through a manipulated input 
sample.

52
Gu, T., Liu, K., Dolan-Gavitt, B., & Garg, S. (2019). Badnets: Evaluating backdooring attacks on deep neural networks. IEEE Access, 7, 47230-47244.



Backdoor Attacks
● Visible triggers: Physical patches, stickers, or specific pixel patterns.
● Invisible triggers: Subtle pixel noise or high-frequency artifacts 

imperceptible to humans.
● Semantic triggers: Using NLP features as key (e.g., specific style in text or 

chain of concepts).

53
M. A. Hanif, N. Chattopadhyay, B. Ouni and M. Shafique, "Survey on Backdoor Attacks on Deep Learning: Current Trends, Categorization, Applications, Research Challenges, and 
Future Prospects," in IEEE Access, vol. 13, pp. 93190-93221, 2025, doi: 10.1109/ACCESS.2025.3571995.



Mitigating Data Poisoning and Backdoors
● Statistical anomaly detection*: Identifying and filtering out training 

samples out-of-expected-distribution.
● Ensemble federated learning†: Distributed training employing diverse 

models and datasets makes corrupted data vanish.
● Adversarial training‡: Use on purpose adversarial samples inside dataset 

to make the model more resilient to poisoning.
● Model diagnosis§: Reverse-engineer potential triggers and pentest the 

model to noise-clean input predictions change and remove backdoor 
neurons (e.g., through fine-pruning).

54

*Rousseeuw, P. J., & Hubert, M. (2018). Anomaly detection by robust statistics. Wiley interdisciplinary reviews: Data mining and knowledge discovery, 8(2), e1236.
†Wen, J., Zhang, Z., Lan, Y., Cui, Z., Cai, J., & Zhang, W. (2023). A survey on federated learning: challenges and applications. International journal of machine learning and 
cybernetics, 14(2), 513-535.
‡Paudice, A., Muñoz-González, L., Gyorgy, A., & Lupu, E. C. (2018). Detection of adversarial training examples in poisoning attacks through anomaly detection. arXiv preprint 
arXiv:1802.03041.
§Liu, K., Dolan-Gavitt, B., & Garg, S. (2018, September). Fine-pruning: Defending against backdooring attacks on deep neural networks. In International symposium on research in 
attacks, intrusions, and defenses (pp. 273-294). Cham: Springer International Publishing.



Real-World Challenges
● Even few hundreds of samples are sufficient to cause poisoning, 

regardless of dataset size.
● The perturbation can move from labels to features, making it more 

difficult to detect and sanitize.
● In continuous learning, small batches of poisoned data introduced over 

time may not be detectable.
● Data provenance techniques should be employed to minimize the 

poisoning data.

55
H. I. Kure, P. Sarkar, A. B. Ndanusa and A. O. Nwajana, "Detecting and Preventing Data Poisoning Attacks on AI Models," 2025 Photonics & Electromagnetics Research Symposium 
- Spring (PIERS-Spring), Abu Dhabi, United Arab Emirates, 2025, pp. 01-12, doi: 10.1109/PIERS-Spring66516.2025.11276197.



Deep neural networks as threats



Deepfakes
● Synthetic generation, editing, or manipulation of images, video, and 

audios from artificial intelligence tools.
● Used for promoting fake news, political instability, nsfw content, etc.

57



Generative Adversarial Networks (GAN)

58
Goodfellow, I. J., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, D., Ozair, S., ... & Bengio, Y. (2014). Generative adversarial nets. Advances in neural information processing 
systems, 27



Generative Adversarial Networks (GAN)

59
Goodfellow, I. J., Pouget-Abadie, J., Mirza, M., Xu, B., Warde-Farley, D., Ozair, S., ... & Bengio, Y. (2014). Generative adversarial nets. Advances in neural information processing 
systems, 27



Deepfake generation

● As defender, we want to achieve:
○ Detection: fake vs. real.
○ Attribution: model employed in deepfake generation.
○ Authentication: ensure content authenticity for real data.

60

Amerini et al., “Deepfake Detection, Attribution, and Authentication: Insights from the FF4All Project”. ITASEC26: The Italian Conference on CyberSecurity, 2026.
Menglu Li, Yasaman Ahmadiadli, and Xiao-Ping Zhang. 2025. A Survey on Speech Deepfake Detection. ACM Comput. Surv. 57, 7, Article 165 (July 2025), 38 pages. 
https://doi.org/10.1145/3714458



StarGANV2

61
Choi, Y., Uh, Y., Yoo, J., & Ha, J. (2020). StarGAN V2: Diverse image Synthesis for Multiple Domains. Proceedings of the IEEE Conference on Computer Vision and Pattern 
Recognition, 8185–8194. https://doi.org/10.1109/cvpr42600.2020.00821



Deepfake Detection
● CNN-based Detection: Employ a CNN model that utilized spatial features 

and local artifacts to identify inconsistencies in skin or lighting.
● Transformer-based Detection: Leverage global dependencies and 

self-attention to detect subtle inconsistencies that CNN might miss.
● GAN-based Detection: Use the same architecture that creates deepfakes 

to recognize fingerprints or architectural signatures.
● Hybrid Detection: Combine spatial (CNN) and temporal analysis (RNN) to 

identify unnatural movements in videos.

62
Bhat, N.A., Giri, K.J. DeepFake detection in images and videos: a survey on models, datasets, and evaluation metrics. Multimed Tools Appl 85, 233 (2026). 
https://doi.org/10.1007/s11042-026-21365-9



Deepfake Detection General Procedure
1. Collect datasets including real and manipulated data.
2. Pre-process data by detecting the face, cropping, and aligning to isolate 

the regions of interest and standardize the feature extraction.
3. Extract the features through a method.
4. Feed the extracted features into a classifier (real vs. fake).
5. Evaluate the whole pipeline (inference metrics).

63
Bhat, N.A., Giri, K.J. DeepFake detection in images and videos: a survey on models, datasets, and evaluation metrics. Multimed Tools Appl 85, 233 (2026). 
https://doi.org/10.1007/s11042-026-21365-9



Deepfake Attribution
● The detectability procedure may be not enough for a proper forensic 

study.
● We move from real vs. fake questioning to which model generated it?
● If we seek for a legal value, this is an important improvement to make the 

pipeline explainable and trustworthy.
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Deepfake Detection + Attribution Procedure
1. Collect datasets including real and manipulated data with model info.
2. Pre-process data by detecting the face, cropping, and aligning to isolate 

the regions of interest and standardize the feature extraction.
3. Extract the features through a method.
4. Feed the extracted features into a classifier (real vs. multi-class generation 

model).
5. Evaluate the whole pipeline (inference metrics and ablation).
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Deepfake Authentication
● We are not satisfied with the content authenticity derived from a deep 

learning model.
● We seek for higher level of confidence when handling real data.
● The authenticity of a content may be achieved through:

○ Digital signature
○ Watermark
○ Blockchain
○ …
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Deepfake Desirable Procedure
1. Collect datasets including real data with authenticity mechanism and 

manipulated data with model info.
2. Verify content authenticity.
3. Pre-process data by detecting the face, cropping, and aligning to isolate 

the regions of interest and standardize the feature extraction.
4. Extract the features through a method.
5. Feed the extracted features into a classifier (real vs. multi-class generation 

model).
6. Evaluate the whole pipeline (inference metrics and ablation).
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Open Issues
● Generalization gap: The detection/attribution models fail to generalize on 

new, unseen generative procedures.
● Impact of compression: Social media often perform compression and 

metadata stripping, which can destroy high-frequency fingerprints and 
signatures for authenticity, while vanishing subtle artifacts.

● Explainability (XAI): We are still in the early stages of eXplainable AI, but 
there is the growing need for interpretable results.

● Adversarial robustness: From simple to sophisticated adversarial attacks 
may easily trick even state-of-the-art pipelines.
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Generative AI Detection
● Deepfake detection is a subfield of Generative AI detection.
● GenAI is free, available to anyone, and easy-to-use.
● It is used for producing:

○ Fake contents (e.g., images, videos, audios, text, articles, news)
○ Copyright infringement
○ Political bias
○ Frauds
○ …

● Suggested reading if you want to know more about the impact on politics.
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Conclusion



Challenges of the future today
● We just scratched the surface.
● Numerous and continuously evolving topic.
● AI is giving you the opportunity to defend against AI-powered attacks:

○ Malware
○ High-scale DDoS
○ Social engineering
○ Disinformation
○ Copyright infringement
○ Agentic AI exploit

● New threats against classical infrastructures?
● New defense mechanisms against the new threats.
● But it comes at the cost of new vulnerabilities! Be aware of them!
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Thesis Opportunities
● If you are interested in any of the topics discussed today, feel free to 

contact me†.
● We look for strong motivated students (optionally willing to publish)!
● You are free to propose your ideas, but we suggest to read a couple of 

papers on the topic before proposal (e.g., search on Google Scholar).
● Semi-fragile Watermarks for Generative AI Authenticity (ALCOR Lab)

○ This thesis investigates how the implementation of semi-fragile watermarking affects the 
detection of AI-generated visual media. It evaluates the effectiveness of semi-fragile 
watermarks in the context of generative content authenticity and the robustness under 
backdoor attacks and data poisoning.
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†Interest on AI robustness: also contact masi@di.uniroma1.it
†Interest on multimedia forensics: also contact amerini@diag.uniroma1.it, check ALCOR Lab thesis proposals for more

https://scholar.google.com/
https://alcorlab.diag.uniroma1.it/thesis-and-internship/thesis-proposals#h.2nuwcu3198ao
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Contacts Thank you for the

                              !
Email: giuseppe.daidone@uniroma1.it
Linkedin: giuseppedaidone
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